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1. AHHOTauusA

HacTtoduwee PykoBOACTBO AononHAeT AokyMeHT <«XKT4W.00087-03 91 01. Kpuntollpo CSP.
PykoBoacTBO agMmMHUCTpaTopa 6e3onacHocTu. Obwas 4acTb» npu ncnonb3oBaHun CK3U «Kpuntollpo
CSP» v 4.0 R4 (panee - CK3W) B BMpPTYyasbHbIX Cpeaax.

NHCTpyKLUMK aAMUHUCTpaTopam 6e3onacHOCTH n noJsib30BaTeNs M pasnnUHbIX

aBTOMATM3MPOBaAHHbIX CUCTeM, wucnonb3ytowmx CK3M B BUpTyanbHbiX Ccpedax, AOJIXKHbI
pa3pabaTbiBaTbCs C y4eTOM TpeboBaHUIN HACTOALWEro AOKYMEHTa.
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2.0CHOBHbIEe TEXHUYECKMEe AaHHble U Xapaktepuctukm CK3U1

MporpaMMHo-annapaTHble cpeabl hyHKLMOHUPOBAHUS :

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7 (x64);

VMWare WorkStation 11/12/14/15 (x86, x64);

VMWare WorkStation Player 12/14/15 (x86, x64);

VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

Oracle VirtualBox 5.2 (x86, x64);

RHEV 4 (x64).

B kadecTBe TrOCTEBbIX BUPTyasbHbIX Cped AONYyCKaeTcsa WCMofb30BaTb MPOrpaMmMHO -
annapaTtHble naatgopMbl, NepevncsieHHble B n. 3.2 ®opmynsapa XTHM.00087-03 30 01.
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3. Tpe6oBaHusa no 3awmTte ot HC4

3.1. Opranunsauusa pabort no sawurte ot HC4

Heobxoammo  HanuMume Kak  MUHUMYM  ABYX  (DYHKUMOHANbHbIX PONEN  BUPTYyasibHOM
MHMPaCcTpyKTypbl:
1. AAIMMHUCTpPATOp BMpPTYasibHbIX MAlWIWH, OCYLECTBAAOWMWIA ynpaBsieHNe KOMMOHEeHTaMu

BUPTYasibHOM MHMPACTPYKTYpbl: BUPTYasibHbIMU MallMHAMK, CEPBEPHbIMA KOMMOHEHTaMW, CUCTEMOW
XPaHEHMS AaHHbIX.

2. ADMVUHUCTpaTop 6e30MacHOCTM, OCYLLECTBAAIOWMNA aAMUHUCTPUPOBAHUE  BUPTYasbHbIX
MaLUVH.

MpuMmeuaHue: BupTyanbHass uWHdpacTpykTypa (MHdpacTpykTypa BupTyanuMsauuu, BupTyasibHas
cpena) - B 3aBUCUMOCTM OT KOHTEKCTa, /MbB0 MHOXECTBO MporpaMMHO-annapaTHbIX CpPeacTs,
obecneumBalOLWMX pa3BEPTbIBAHME BUPTYyallbHbIX MalWH, NMO0 cCaMu 3TWU BUPTYasibHble MalUUHbI U
cucTeMa ux cBasen mexay cobon.

3.2. YcraHoBkallO

M2BM, Ha KOTOPbLIX MCMNOJML3YTCS CpeacTBa Bulyanmsaumm n CK3U, poskHbl 6bmb AOMYLWEHbI
ansa obpaboTku KoHduaeHunanbHoM uHbOpMauum no AencteyowmMm B Poccuiickoinn degepauyum
TpeboBaHUAM Mo 3awmte MHMOPMALUM OT YyTEUKU MO TEXHUYECKUM KaHanam, B TOM 4uCre, NO KaHany
cBa3n (Hanpumep, CTP-K), ¢ ydyeToM Mogenun yrpos B WHPOPMALMOHHOW CUCTEME 3aKasuyuka,
KOTOpPbIM A0J/IKHO NpoTnBOCTOATL CK3U.

WMHcTannauma CK3W Ha paboumx MecTax [o/HKHA MNpPOM3BOAUTLCS TOMbKO C ANCTPpUBYTUMBA,
MOSY4YEHHOro MO AOBepeHHOMYy KaHany (n.2 XTAM.00087-03 91 01. PykoBoacTBO 6€30MacHOCTM.
Obuwas yacTb).

K ycTaHoBKe 06LIECUCTEMHOrO M CNeuManbHOro NporpaMMHoro obecnedveHus, a Takxe CK3WU,
AOMyCKalwTCca nAvuya, npowejuwme COOTBETCTBYIOLWYH MOAFOTOBKY M U3YUMBLUME AOKYMEHTAUMUI0 Ha
cooTBeTcTBYlOoWwee N0 n CK3U.

Tpe6oBaHMA K yCTaHOBKe mMporpamMMHoro obecrnedeHuss M CK3M B rocTteBoil M XOCTOBOW
OMEepaLMOHHbIX CUCTEMAX:

— Ha TexHunyeckunx cpeacTtBax, npeaHa3Ha4eHHbIX Ansd pa60Tb| CO CpeacTtBaMu BupTyanmsauumm

M B CO34AHHOM 3TUMK CpeacTBaMM BUPTYyanbHOM cpeae crefyeT UCMOAb30BaTb TONbKO JIMLEH3NOHHOE
nporpaMmmHoe obecneveHne dupMm — NnpomssoauTenen.

- MNpu ycTaHoBke nporpaMMHOro obecnedeHus BupTyanM3auun, rOCTEBOM oOnNepaunoHHOMN
cuctembl n CK3M HeobxoaMMO NMPOBECTWM KOHTPOJb LLEeNOCTHOCTM U AOCTOBEPHOCTb COOTBETCTBYIOLLErO
ancTpubyTmea.

—Ha MN2BM un B BMpTyanbHOI cpeAe He [O/KHbl yCTaHaBMBaTbCs cpeacTBa paspaboTtkm MO u
oTnaguukn. Ecnn cpepctBa oTnagkyv MPUIOXKEHUA HYXHbl AN TEXHONOrMYeckux noTpebHocTen
opraHusauuM, TO WX WUCMONb30BaHME [AO/KHO O6bTb  CaHKUMOHMPOBAHO aAMUHUCTPATOPOM
6esonacHocTu. Tlpy 3TOM A0MXKHbI 6bMb peanusoBaHbl Mepbl, UCKAYalLWmMe BO3MOXHOCTb
MCMNONb30BaHUA 3TUX CPeAcTB Ana  pefaktupoBaHms koda W namatu CK3UM u  npunoxenun,
ncnonb3yowmnx CK3U, a Takxe gnsa npocMmotpa koda v namatu CK3UM 1 nNpunoXXeHwui, UCnofb3yHoLWwmx
CK31, B npouecce obpaboTku CK3U 3awmwaemMon mHdpopMaumm n/wnm npu 3arpyxXeHHom Kto4eBown
MHpopMaLum.

—MNocne 3aBepweHus npouecca YCTAHOBKW  OO/MKHbl  ObTb  BbINOSIHEHbI  AENCTBUS,
HeobxoauMble AN OCYLEeCTBJ/IEHNA MNepUoaMYeCcKOro KOHTPOAA LEeNoCTHOCTM YycTaHosneHHoro [0
CK3W, a Takxe ero okpy>XeHus B COOTBETCTBUN C AOKYMeHTauuen.

—Mocne 3aBeplleHMss npouecca CO34aHMs BMPTyalbHOM MalWHbl, BbINOJHEHUS TpebyeMmbix
HacTpoek W 3ajaHus Tpebyembix napaMeTpoB BM, [0MKHbI O6bMb  BbIMOJHEHbI AEWCTBUS,
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HeobxoauMble ANs OCYLUEeCTBNEHUS NepuoaANYEecKOro KOHTPOAsS LLeSIOCTHOCTM HaAaCTpPOEK M NnapaMeTpos
BM.

Ona BupTyanbHbiX MawuH VMWare WorkStation, VMWare Player, VMWare Sphere ESX
KOH(MUrypaumoHHbin dalin HaxoouMTCs B TOM Xe AWPEeKTOpuKM, 4TOo W obpas BUPTyanbHOW MalUMHbI,
MMeeT paclupeHue .vimx. HasBaHue KoHdUrypaumoHHoro daina coBnagaeT C MMEHEM BUPTYaJsibHOM
MalWWHbL  AHaNoOrMYHO KOHUrypauunoHHole annbl BUpTyanbHbiX MawwuH Virtual Box nexart B
anpekTopun ¢ 06pasoM BUPTyasibHOM MalluWHbl, MMEKT pacluMpeHne .vbox n HasBaHue, coBnajatouiee
C WMeHeM BWPTYasnbHOM MawwuHbl. [Mankon MO YMOSYaHUIO AN XPaHEHUs HACTPoeK BUPTYyasibHbIX
MawunH Hyper-V sasnaetca nanka \ProgramData\Microsoft\Windows\Hyper-V, wuMs coBnagaer c
MMEeHeM BUpTyanbHOM MawuHbl. RHEV N0 yMON4YaHWIO XpaHUT KOHMUrypauwmoHHble dannbl B
anpektopun /etc/libvirt/, umMs coBnagaet ¢ UMEHeEM BUPTYasibHON MalUUHbI.

Ona  XenServer wuvHdoOpMauuMs O KOHMUrypauum BUpPTYasibHOM MalUMHbl  XpaHUTCA B
crneuvanmnsMpoBaHHoM 6a3e MeTa-paHHblX, Ayb6/mMpoBaHHOM Ha BCex XxocTax (rvnepsusope)
XenServer. AaMumHucTpaTtop, obnagatowmnii HeobxoaMMbIMKM MpaBaMW, MOXeT OCYLeCTBUTb IKCMOpPT
BMPTYyasbHOW MalUMHbl BMECTe C MeTajaHHbIMM B OAHOM M3 CcTaHAapTHbiX dopmatoB — VHD mnn OVF.
TOT >Xe aAMUHUCTPaTOp MOXeT OCYLeCTBUTb pe3epBHOE KOMMpoBaHWe MeTaAaHHbIX BUPTYasbHbIX
MaLlWH.

- Mocne 3aBeplweHus npouecca ycTaHoBku rocteBo OC AO0/MKHbI 6bTb BbIMNOJIHEHBI AENCTBUS,
HeobxoauMble AN  OCYLECTBJ/IEHUS MNEepuoaMYEeCcKOro KOHTPOAs LeNOCTHOCTU YyCTaHOBJIEHHOrO
cuctemHoro O B COOTBETCTBMM C nMNpuBeAEHHbIM B pokyMeHTauum CK3UW cnuckom daiinos,
noAsieXalMx KOHTPOJIO LLesIOCTHOCTY.

— MNpegycMoTpeTb  Mepbl,  UCKJK4Yalwme  BO3MOXHOCTb  HECAHKLMOHMPOBAHHOIO  He
obHapyXnBaemMoro M3MeHeHus annapaTHOM 4YaCTU TEXHUYECKWUX CPeACTB, Ha KOTOPbIX YCTaHOBJIEHbI
CK3M M KOMMOHEeHTblI BMPTyanbHOW WMHPPacTpPyKTypbl (HanpuMep, NyTeM onedaTbiBaHUS CUCTEMHOr0
6noka n paszbemos [2BM).

3.3. Hacrtpoukarmnepsusopa

HacTpolikaMun runepeusopa A0/MHKHO 6bTb 06eCcrneyYeHo BbINOSIHEHME Credylowmnx TpeboBaHuii:

- [na KaxAaoh BUPTyasbHOM MaWwWHbl Ao/MDkHaA Obmb  BblgeneHa oTaenbHas obnacTtb
onepaTUBHOM MaMATU XOCTOBOW MalUMHbI.

— Heobxoanmo obecneuntb HEBO3MOXHOCTb MH(OPMALMOHHOIO obMeHa MexAay BMpPTyasbHbIMU
MalKnHaMM C MCNOMb30BaHMEM O6LWMX peCypcoB XOCTOBOW MaLUWHBbI.

— HeobxoanMo o6ecneunTb HEBO3MOXHOCTb MHMOOPMAUMOHHOMO O6MeHa MexXAy BUPTYyasbHbIMU
MalLUMHaMK, MPOrpaMMHbLIMK MpoOLECCaMM U OMnepaLMOHHON CUCTEMOW XOCTOBOM MalUMHbl, Ha KOTOPOM
(YHKUMOHMPYET BUpTyanbHas WHGPACTPYyKTypa, WCMNONb30BaHMEM O06WMUX pPecypcoB XOCTOBOW
MaLLMHBL.

- Heobxoanmo ob6ecneuntb HEBO3MOXHOCTb WMHGMOPMALMOHHONO obMeHa MeXxay MporpaMMHbIMU
npoueccaMmu, WUCMNOMb3yeMbIMM AN AOCTyna nosib3oBaTefnied K BUPTyalbHbIM MallMHaM, U WMHbIMMU
nporpaMMHbIMK  MpoLeccamMm € UCMONb30BaHNeM o6 mx, pa3aensieMbiXx pecypCcoB.

3.4. 3awwmta ot HCAl npm sakcnayatauumm CK3U1

3anpeLjeHo:

—0CTaBnATb 6€3 KOHTPONS BbMWUCAUTENbHbIE CPeACTBa, Ha KOTOPbIX 3KCMJyaTUpyeTcs
BMpTyaJibHasl MallMHa C YCTaHOBJIEHHbIM Ha Hel CK3U, mn knmMeHTCKkue MecTa (TepMuHasnbl) nocrne
BBOJA K/o4YeBoi MHbopMauum nmbo MHOM KoHdUaeHunanbHOM uHbopMauunm;

— 0CTaBnATb 6e3 KOHTPONS KAMEHTCKMe MecTa (TepMuHanbl) Mosib3oBaTeNen BUPTY alnbHbIX
paboumnx CTONOB C YCTAHOBJ/IEHHbIMM Ha HUX CK3U;

— BHOCUTb Kakue-nmbo M3MeHeHMs B NporpamMMHoe obecrnevyeHwe BupTyanmsauum n CK3W.
Heo6xoanmo:

— opraHmsoBaTb 3aTupaHue (Mo OKOH4YaHuMM ceaHca paboTbl CK3WN) BpeMeHHbIX dannos w
dannos noakauvku, dopMupyeMbix uanm moauduumnpyembix B rnpouecce pabotbl CK3WU. Ecnn 310

7
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HeBbINOSIHUMO, TO rocteBas OC poskKHa WMCNOMb30BaTbCs B OAHOMOJSIb30OBATE/IbCKOM peXMMe M Ha
XXECTKMA [UCK XOCTOBOM MalUMHbI, a Takxe Ha obpa3 Aucka BUPTYaslbHOM MalUMHbI AOJIKHbI
pacnpocTpaHaTbcs TpeboBaHUs, NpeabsiBASEMble K KAKYEBbIM HOCUTENSNAM;

perynsipHo ycTaHaBaMBaTb NakeTbl obHoBneHuss 6e3onacHocTn OC xoCTOBOM MaluuMHbl 1 roctesoi OC
BMpPTyanbHOM MawwuHbl (Service Packs, Hot fix u T1.n.), 06HOBNATb aHTUBMpPYCHble 6asbl B
COOTBETCTBUM C HOPMATUBHbIMW AOKYMEHTaMu 3 KCMyaTupytowen opraHnsaumm. NMoMmmmo ob6HOBREHWUN
ansa rocteson OC m rvunepBusopa, pekoMeHAyeTcs O6HOBAATb WHCTPYMEHTbl BUPTyanmsauuu, Takue
kak VMware Tools, XenTools, a Takxe yTWIUTbl, WCMNONb3yeMble A5 yNpaBieHUa cpeaomn
BMpTyanusauun. PekoMmeHayeTcs nccnenoBatb  MHQOPMaUMOHHblE  pecypcbl MO BOMpocaMm
KOMMNblOTEPHOM 6€30MacHOCTM C Lefiblo CBOEBPEMEHHOW MWHUMM3ALMWM OMacCHbIX MNOCNEACTBWUI OT
BO3MOXHOIro Bo34elCcTBUA Ha OC. Takxe pekoMeHAyeTCs perynsipHo 3HaKoOMUTCSA C BloiieTeHsaMU No
6esonacHocTK, nybauKyeMmble Npou3BOAUTENIEM TUNEepBM3Opa, ANS MoJydeHuss uHdbopMauum o
HaWAEHHbIX YSA3BUMOCTAX M UX MOTEHLWANbHOM BAIMSIHUM Ha MHMPACTPYKTYpy BUpTyanusauuu;

— UCKNKOUYUTb BO3MOXHOCTb nonagaHns B OC XOCTOBOW MalUMHbI, @ TaKXe B rOCTEBYI CUCTEMY
BUPTYasbHOM MallUnHbI nporpamm, no3BoJiAloLWnNX, nosib3yAChb owmbkamm 0oC, noBbIlLAaThb
npeaocTaBJIEHHbIE MNMpUBUNErnn,

— UCK/IIOYUTb OAHOBpPEMEHHYI0 paboTy B roctesor OC c paboTtatowmm CK3WN u 3arpy>xeHHOWM
KnoyeBon uHdbOpMaLMEN HECKONbKUX Mosb3oBaTenein. BupTyanbHas MawuHa, QyHKUMOHUPYOLLas
nog OC Windows, Ha KkoTopoi ycTaHoBneHo CK3W, po/mkHa WMCNonb30oBaTbCS TOMLKO B
OAHOMONb30BATEbCKOM pexume. B cnyyae HEBO3MOXHOCTM  BbINOJSIHEHMS pekoMeHAauum B
opraHuMsauun  AoXKHbl  6bTb  NpeayCcMOTpeHbl  AOMOSHUTEsIbHbleE  OpraHu3auuoHHble  Mepbl Mo
obecneyeHM0 COXPaHHOCTU KNOYEBOW MHMOPMaL MK, XpaHSLWeNCcs Ha AAaHHOW BUPTyasibHOM MaluvHe.

3.5. Cwucrema ynpaBsieHusi BUpPTYyaJ/ibHOU cpeaom

CucteMa ynpaBfieHMss BUPTyanbHOW Cpeaol — 3TO 4YacTb BUPTyanbHOW WHMPACTPYKTYPbI,
KOoTopass C TMOMOLWbI annapaTHO-MpPOrpaMMHbIX CpeACTB M CpeAcTB CEeTEBOr0 B3aMMOAENCTBUS
obecneuymnBaerT:

— ynpaBJrieHue runepeusopomM (hopMMpOBaHME HACTPOEK WM 3aaHMe NapaMeTpoB);

— HaCTPOWKY BUPTYasibHbIX MallMH, BUPTYyasibHbIX CETEN, UCMONb3YEMbIX XPAaHWIULL, LAHHbIX;

— LeHTpanusauuto BUpTyasbHbiX pecypcoB (obecrneyveHne paboTbl BCEX BUPTYasibHbIX MaLLUMH,
BUPTYyalbHbIX  CETEBbIX  XPaHWIML,  AaHHbIX U BUpPTyanbHOro  ceteBoro  ob6opynoBaHus
WHPOPMALMOHHOMW CUCTEMbI, MOCTPOEHHOM C MWCMOJIb30BAHMEM TEXHOJSIOMMM BUPTYanmsauuu, Kak
eaVHOM BUPTYasbHOW pacnpeaenéHHol BbMUCIUTENBbHON CeTn);

— ynpaBrfieHne nepemelleHneM (Murpaumen) BUpPTYasbHbIX MalMH C OAHONO KOMMbKOTEpPa Ha
ApYromn.

CeTb ynpaBneHuss BUPTyasibHOM cCpenol A[os/mkHa Obmb BbigesieHa B OTAE/bHbLIA CETEBOWN
cerMeHT. [Ons 3awuTbl [JAHHOrO CermMeHTa JAOJDKHbl WCMOSb30BaTbCsl CpPEeACTBAa  MeXCeTeBOoro
3KpaHMpPOBaHUSA 1 NpefoTBpalleHns BTOPXKEHUN.

CeTb ynpaBneHuss  BUPTyasibHOW  MHMPacTPyKTypoM He  [AO/KHA  MNOAKAKYaTbCA K
obLWenoCTyNHbIM ceTsaM (CeTsiM, AOCTYM K KOTOPbIM HE OrpaHW4yeH onpeaenéHHbM Kpyrom auu).

3.6. TpeboBaHuA K MUrpaunm o6pasoB BUPTyasibHbIX MaLUUH

MNpu nepepaye (Murpaumm) obpaszoB BM uyepe3 npocTpaHCcTBO BHe K3 Heobxoammo
MCrnonb30BaTb KaHasbl, 3aIJ.l,VILLI,éHHbIe cpeacteamMum LIJMCprBaHVIFl, nMernwnmmn CepTVId)VIKaT
YMNOJIHOMOYEHHOrO opraHa. [lpy 3TOM AnS  COrfacoBaHWs CEAHCOBbIX KJYeh wndpoBaHUs
HeobxoAMMO WCMONb30BaTbh KpunTorpaduyeckue npoTokosbl, obecneymBatowme 3awmUTy CeaHCOBbIX
KI0UEeN U ayTeHTUdUKALMUIO B3aUMOAENCTBYIOWMX CTOPOH.
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3.7. TpeboBaHuNA K CO34aHUIO CHAMNLWOTOB

Ha cHanwoT BMpTyanbHOW MaluMHbl, CAeflaHHbIA nocfsie BBOAA KJ/YEeBOM WHbOpMauum,
OOJKHbI  pacnpocTpaHaTbCca TpeboBaHns no obpaweHuno C  Ka4veBbMW  Hocutenamu  (n.6.7
XKTAN.00087-03 91 01. PykoBoACTBO agMUHUCTpaTopa 6e3onacHOCTM oblwas yacTb).

3.8. 3awmTa OT ceTeBbiX aTaK Ha rMnepsm3op

Heo6xoanmo:

— UCMNOMb30BaTb MEXCETEBble 3KpaHbl W CUCTEMbl MNPeAoTBPALLEHMST BTOPXEHWA  Ans
6/I0KMPOBAHNA CETEBbIX aTak U MUIbTpaLMM CeTeBOro Tpaduka;

— yCTaHaBnMBaTb 06HoBNeHMsA MO rmnepeusopa;

— NPOBOAUTb KOHTPOJIb LLesIOCTHOCTU MO M HacTpoeK runepBmusopa;

— NPOM3BOAUTb PETrUCTPaLMio AEACTBUIM agMUHUCTPATOPOB BUPTYasibHOW Cpepabl.

3.9. 3awumTa OoT ceTeBbiX aTak mexxay BM

JonmkeH O6bmb 3anpeweH WHPOPMALUMOHHbLIA 0B6MeH Mexay BUPTyalbHbIMM MallMHaMMU
MCNOb30BaHNEM O0OLLUMX pecypCoOB XOCTOBOW MalWHbl, B TOM 4yucnie obuimx obnactenm onepaTUBHOM
naMsaTU XOCTOBOW MalLLUUHbI.

MpuMmeyaHne: [Ons onepaTMBHOW MaMsSTU BbINOJHEHME AaHHOro TpeboBaHMA aBTOMATUYECKMU
obecneumBaetcs cpeacteamm Hyper-V, VMWare wn XenServer. HeobxoaumMo Takxe obecneuntb
HEBO3MOXHOCTb MOAK/IOYEHNS MO CETU BUPTYaAJIbHbIX MAlUMH K CBOENM XOCT-MalwuHe (HacTpomKaMmu
6bpaHaMayspa W/vnuM CeTeBbIMM MONUTMKAMUKM) U HEBO3MOXHOCTb YTEHUS AUCKOB XOCT-MaluWHbl B
BMPTYanbHbIX MallMHaxX (HaCTPOMKaMM BUPTYyasbHbIX MallMH, KacalowWMXcs AO0CTyna K JIOKaJIbHbIM

pecypcam).
3.10. KoHTposnb uenocrHoctu NMNO BupTtyanbHOM cpeabl

HeobxoamMo BbLIMNOJIHATL KOHTPOJIb  LENIOCTHOCTM CReAyHLWmMX KOMMOHEHTOB BUPTyasibHOM
cpeabl:

- MO runepBu3opa (Ha XOCTOBOM MalUMHE);

— HACTPOEeK rMNepBM30pa;

-0 rocteBon onepayOHHON CUCTEMbI;

— 06pa3oB BUpTYyasibHbIX MallMH, B TOM 4YUCJIe, 3TaJIOHHbIX 06pa3oB BM, ncnonb3yroLlmnxcs npu
pa3B&pTbIBaHNM HOBbLIX BM.

KoHTponb uenocTHocTn CK3W, yCTaHOB/IEHHOrO Ha BUPTYanbHOW MalWHE, HeobxoaMMo
MPOBOAUTbL a@HaNIOMMYHO KOHTPOJIO uenoctHocTn CK3U, ycTaHOBNEHHOro Ha dmsnyeckon nnatdopme.

3.11. TpeboBaHuSA K 3TaJIOHHbIMMU 3arpy3o4HbiM o6pazam BM

Mpu co3gaHMM 3TanoHHbIX 06pa3oB BMPTYyasbHbIX MalUMH MpeaBapuTeNibHO AOJIKHa 6bImb
BbIMNOJSIHEHA MpoBepKa:

— COOTBETCTBMS NapaMeTpoB U HAacTpoek BM ycTaHoBAeHHbIM TpeboBaHnAM 6e30nacHoOCTH;

— uenocTHocTn cuctemHoro MO rocteson OC m MO CK3UM B COOTBETCTBUM C dKCMNyaTaLMOHHOM
AOKyMeHTaumern Ha CK3W. Tlocne co3gaHuss 3TanoHHOro obpasa (knoHa) BM  gomxHa 6bmb
BbIMNOJSIHEHA KOHTPONIbHas ycTaHoBka BM ¢ paHHoro obpasa v KOHTpOJibHas npoBepKka LesloCTHOCTHU
cuctemHoro MO rocteson OC n MO CK3WU;

Ons KaXxgoro  sTasoHHoro  obpasa  BupTyaibHbX  MaluWH  OO/DKHbl  BbIMOJHATHCS
periaMeHTUpoOBaHHble mnpoueaypbl O6HOBIEHMST HACTPoOeK, BKJOYEHHbIX B 06pa3 mnporpaMMHbIX
KoMnoHeHT CK3U.

[JO/MKHO BbINOSIHATLCS CBOEBPEMEHHOE OOHOB/IEHME HACTpoek BM, BKJIHOUYEHHBLIX B 3TaSIOHHbIN
obpas.
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JomkHa BbINONMHATBCHA CBOEBpEMeHHasl yCTaHoBKa obHoBneHun 6esonacHocTn OC (rocteBoin um
XOCTOBOMN).

3arpy3o4yHble o6pasbl AO/MKHbI CO34aBaTbCA TOMILKO A7 BUPTYasibHbIX MalUWH, CO34aHHbIX C
MCMNONb30BaHMEM 3TaNloHHbIX 06pas3oB. Mpu 3TOM AOMXKHO 6bMb WUCKAKYEHO BHECEHMEe B 3TasIOHHbIN
06pas naMeHeHun, BbINOSHEHHbIX MPU CO34aHWUKN 3arpy304HbIX 06pas3os.

KonnpoBaHue o06pa3oB BUPTyasibHbIX MalWH C BBEAEHHOW Kao4eBor uHdboOpMauunen wn/vmnu
MHUUManm3nposaHHbiM MACH 3anpeleHo.

3.12. Tpe6oBaHusa kK ayTeHTU(PMKayumm nonb3oBarteneu CK31

Onsa ayTeHTudbukaumm nosb3oBaTtenen CK31n  ponyctumo MCMosib30BaTb  Maponu,
yAOBNEeTBOpSAOLWME CeayowWwmnM yC0BUAM:

— ANVHA napons Ao/mkHa 6bmMb He MeHee 8 CMMBOJIOB;

— B u4ucne CuUMBOJIOB napons ob6s3aTenbHO AO0/MKHbI NPUCYTCTBOBaTb OYyKBbl B BEPXHEM U
HWKHEM perncTpax, undpbl n cneumanbHole cumsonbl (@, #, $, &, *, % un 1.1.);

— Naposib He AO/XKEeH BKA4YaTb B cebs serko BbMUCASIEMble COYETaHUS CUMBOJIOB (MMeHa,
damunum n T. 4.), a Takxe obwenpuHaTble cokpaweHus (USER, ADMIN, ALEX u 1. 4.);

— NpU CMeHe Maposig HOBOEe 3HaudeHue AOIKHO OT/AMYaTbCs OT Mpeabidyllero He MeHee 4YeMm B
4-X No3nuunsx;

— INYHBIK Napofib NOsb30BaTeslb HE MMeeT nNpaBa CoobLlaTb HUKOMY;

— NEPUOANYHOCTb CMEHbl Mapons onpeaensercs NPUHATON MNONAUTUKOM 6e30MacHOCTU, HO He
OOJKHA npeBbiwaTb 6 Mecsues.

3.13. TpeboBaHMue K ynpasBJ/ieHUIO AOCTYNOM
LTaTHbIMK cpeacteamMum BUPTYyannsauunmn AOJDKHO  BbINOJIHATBCA  yrnpaBjieHMe A0CTYMNOM

cybbekToB AocTyna K obbekTaM AOCTyna B BUPTYasIbHOM WMHMPACTPYKType, B TOM 4YUCAE BHYTpWU
BMPTYasibHbIX MaLUWH.

3.14. Tpe6oBaHMue K perncrpauumm cobbiTum

WTaTHbIMM cpeacTBaMM  BUpTyanmM3auum  AOJ/DKHA  BbIMNOJHATBCS  peructpaumss  cobbmui
6e3o0nacHOCTM B BUPTYyasibHOW MHQpacTpPyKType.
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